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熱與冷的區分關乎連線狀態。熱錢包的密鑰存放在連接互聯網的系統上，可
即時簽署。冷錢包的密鑰則離線保存，簽署須經人手步驟。每家認真經營的
保管人，都把大部分客戶資產存放於冷錢包，只在熱錢包保留小量周轉資產
以應付提款。兩者的比例是一項風險決定，現時監管機構會加以審查。新加
坡金融管理局（MAS）的技術風險管理指引及其2023年的客戶保障措施，期
望DPT持牌機構把大部分客戶資產存放於冷儲存，並須為熱錢包的周轉資產
提供理據。1

這項區分的法律後果主要在於舉證。熱錢包被盜空的保管人，是因保安失誤
而損失資產，必須向客戶和監管機構作出解釋。損失由保管人還是客戶承
擔，取決於協議以及有關寄託或寄存的一般法律。根據《瑞士債務法》第97
條，瑞士保管人須為因本身疏忽造成的損失負責，而根據第100條，不得豁
免嚴重疏忽的責任。新加坡保管人的責任則取決於其條款，但就消費者客戶
而言，須受《1977年不公平合約條款法》規限。第D部分第V章和第J部分第
III章均討論有關的草擬工作。
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註釋
MAS, Guidelines on Risk Management Practices – Technology Risk (TRM
Guidelines)，2021年1月18日修訂，連同MAS 2023年7月有關DPT客戶保
障的回應中針對保管的期望。FINMA透過對持牌保管人的風險為本監
管，以及自2026年起透過第01/2026號指引，處理相應的期望。 ↩

Disclaimer

This article is provided for general information only. It is based on publicly available sources as at its
date of publication. These sources have not been independently verified against licences, regulatory
registers or the records of the entities concerned. It is not legal, tax, financial or investment advice.
Nor is it a recommendation to invest in, transact with or use the services of any entity mentioned.
Law and regulation change frequently, so the content may be incomplete or outdated. To the fullest
extent permitted by law, Dr Alexander Ressos and the publisher of SingaporeIQ exclude all liability
for loss or damage arising from the use of or reliance on this article. Readers should obtain advice on
their specific circumstances before acting or refraining from action.

Names and trademarks of the entities discussed belong to their owners and are used for identification
only. Their mention implies no endorsement, affiliation or allegation of wrongdoing. All Singapore
law advice is provided by a duly licensed and regulated firm of Singapore advocates and solicitors
only  on  the  basis  of  an  express  written  letter  of  engagement.  Corrections  and  updates:
contact@ressos.com.
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